Crowd

Quick Start

Enable generation of user tokens

© Crowd Applications  Users  Groups Directories  Audit log

Search applications o crowd

Details Directories & groups ~ Administrators Users Permissions Remote addresses  Authentication test  Options

Add application
Lower case output
Convert all users and groups to lower case when passing the data to the application. This can be used to achieve case insensitivity for applications when the underlying directories contain mixed-cased data.
Enable aliasing
With aliasing enabled, users can have a different username (alias) for the “crowd" application. This is useful if “crowd" does not support user renaming, but may impact the performance of incremental directory synchronization for this

See the ion for more i

Allow to generate user tokens
Allow this application to generate user tokens. For security reasons, it's recommended to disable this setting unless there are applications which require this setting to be enabled to work properly. To learn more, see documentation

Authenticate with email address

Allow your users to authenticate with username or email address.

[soe IO
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Create a user group "crowd-users"

0 Crowd Applications  Users  Groups Directories  Audit log @
Search groups Groups
Search Directory Status
Add group Crowd Server v All v
Name Description Status
@& crowd-administrators ACTIVE
ACTIVE

@ crowd-users
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Add this user group to the "Crowd" application

Configure authentication

Select which groups from the Crowd Server directory will be able to authenticate to
crowd.

O Allow all users from this directory to authenticate.

Groups that can authenticate:

Name

Group name...

crowd-users

crowd-administrators

ECITW Cancel

Add your IDP in the SAML configuration

© Crowd Applications  Users oups  Directories  Audit log

General SAML Configuration

Licensing Login IdP SP SPXML Authentication HTTP Header Authentication Authorization Help
Find new apps Identity Provider XML Provider

Manage apps [ Ll i

Your Identity Providers XML Provider

Application Links Identity Provider XML

Mail configuration

Your dentity Providers metadata.xmi
Mail template

Session configuration E
Current sessions
Trusted proxy servers
System information
Clustering

Backup

Restore

Logging & profiling
LDAP connection pool
Look and feel
Analytics

Troubleshooting and support
tools

SAML License

SAML Configuration
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Configure the SAML Authentication

" Add "crowd-users" to the "Default usergroup(s)"
" Enable "Create user"
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General SAML Configuration

Licensing Login IdP SP SPXML Authentication HTTP Header Authentication Authorization Help

Find new apps SAML user name field
Nameld
Manage apps

SAML user name field on lookup and creation

Application Links Default usergroup(s)

Mail configuration crowd-users
Assign the user to these existing usergroups(s)
Mail template

Create user

Session configuration
Create user if not exists

Current sessions SAML user display name field
Trusted proxy servers
SAML user display name Field on creation

System information

SAML user email field
Clustering

SAML user email field on creation
Backup SAML user profile picture field
Restore

SAML user profile picture field to sync with

Logging &profiling Create usergroups

) Create useraroups if not exists
LDAP connection pool aroups

Add to usergroups

Look and feel Add to usergroups on login

Analytics Remove from usergroups
Remove from usergroups on login

Troubleshooting and support .
tools SAML user groups field

SAML License SAML user groups field on creation or update

SAML Configuration
Disable change password
Disable that a user can change hisfher password

Use email for lookup
Use the email instead of the username for identifying the user

Save, log out and test the SAML Sign On
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