Configure AWS IAM Identity Center

Goto AWS IAM ldentity Center > Applications

® Click "Add Application" and select "Custom Application (SAML 2.0)"
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Add application

Select an application
Choose an application from our catalog of preintegrated cloud applications or choose to add a custom SAML 2.0 application. Each application comes with detailed
instructions to help you set up the trust between IAM Identity Center and the application's service provider. Learn more [
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® Add custom SAML 2.0 application

You can add 1AM Identity Center integration to your custom SAML 2.0-enable applications.
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* Download and save the SP XML, see Features#DownloadSPXMLand/orSPcertificate
® Upload this xml file in "Configure Application" > "Upload application SAML metadata file"
® Copy the "IAM Identity Center SAML metadata file" url and use it to fill in the IDP url in the SAML plugin, see Features#UploadldPXML


https://confluence.2improveit.eu/display/SAML/Features#Features-DownloadSPXMLand/orSPcertificate
https://confluence.2improveit.eu/display/SAML/Features#Features-UploadIdPXML

@ eu-central-1.console.aws.amazon.com M+ D

Q Search Option+S; Frankfurt v AdministratorAccess/geert v
P

IAM Identity Center sign-in URL

IAM Identi nter X
dentity Cente (5 https://portal.sso.eu-central-1 tion/ODMAOTA4N2g5MjATX2lucy11ZGJIOTKSODKOY]E3YTZh

IAM Identity Center sign-out URL
Dashboard https://portal.sso.eu-central-1.amazonaws.com/saml/logout/ODMA40TA4Nzg5MjA1X2lucy11ZGJIOTK5ODKOYJE3YTZh
Users

IAM Identity Center SAML issuer URL
Groups https://portal.sso.eu-central-1 tion/ODM4OTA4Nzg5MjA1X2lucy11ZGJIOTKSODKOY]E3YTZh
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IAM Identity Center Certificate
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Application properties
Your cloud application may optionally take additional settings to configure your user experience.

Application assignments

Applications
Application start URL - (optional)

Relay state - (optional)

Session duration
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Application metadata
IAM Identity Center requires specific metadata about your cloud application before it can trust this application. You can type this metadata manually or upload a metadata exchange

’ O Manually type your metadata values ® Upload application SAML metadata file
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® Add attribute mappings (Actions menu)
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1AM Identity Center X IAM Identity Center > Applications » Custom SAML 2.0 application > Attribute mappings

Attribute mappings for Custom SAML 2.0 application

Dashboard
Users

Groups Attributes you map here become part of the SAML assertion that is sent to the application. You can choose which user attributes in your application map to corresponding user attributes in your connected

directory. Learn more [
Settings ¥ z

Multi-account permissions L _ o -
User attribute in the application Maps to this string value or user attribute in Format

AWS accounts IAM Identity Center

Permission sets ${user:subject} unspecified

v Application assignments

ranlieation [ email ‘ ${user:email} unspecified Remove

[ Add new attribute mapping l
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® Assign users and groups
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