Configure Active Directory FS as your IdP Server
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url of the Adfs was : https://<adfs-server>/FederationMetadata/2007-06/FederationMetadata.xml

Step 1: Goto The AD FS and Click on Add Relying Party Trust
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Add a new relying party trust to the configuration database
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Step 2: Click On the Start Button
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Steps ow from Here
Welcome to the Add Relying Party Trust Wizard
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Step 3: Open a browser and type the URL https://<applicationUrl>/plugins/servlet/saml/config . This should show the following XML :
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Administrator: Command Prq

Users\Administrator>x

Users\Administratoryping jira-sanl.2inproveit.ecu

ging jira—saml.Zimproveit.eu [192.168.23%_281 i
eply fron 192.168.239.20: bytes=32 time<ims TTL=64

eply from 192.168.239.20: bytes=32 time<ims TTL=64
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Users\Administrator>ping confluence-saml.2improv
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Users\Administrator>

Action: In progress...
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This XML file does not appear to have any style information associated with it. The document tree 1s shown below.
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Step 4: Copy - Paste the URL
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This XML file does not appear to have any style information associated with it. The document tree 1s shown below.
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ow from Here
a Steps. ‘Select an option that this wizard will use to obtain data about this relying party:
@ Weicome
= Import data about the rehing party publshed oniine o on a local network
2 Select Data S
Zimp.. @ Select Data Source Use this aption to import the necessary data and certficates from a eling party orgarization that pubishes
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@ Readyto Add Trust Exampie: hitps://4 m/apn
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Use this option to impot the necessary data and cerficates from arelying party organization that has
‘exported its federation metadata to a file. Ensure that this il is from a trusted source.  This wizard wil not
validate the source of the fle.

Federstion metadata il location:

O Enter data about the relying party manualy
Use this option to manualy input the necessary data abot this relying party organization

Action: In progress...
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Step 5: Enter the display name
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This XML file does not appear to have any style information associated with it. The document tree 1s shown below.
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@ Readyto Add Trust
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Action: In progress...
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Step 6:
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This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

Descriptor xmlns:md="urn:oasis tc:SAML:2.0:metadata” xmlns:ds="http://umnv.u3.org/2000/09/xnldsigs" entityID=
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Contfigure Muti<act i i
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& Choose lssumnce Device Not corfigured Rules.
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@ Finish

@ Readyto Add Trust

1do ot want to configure mult factor authentication settings for this relying party trust at this time.

Configure mufifactor athentication settings for this relying party trust.

You can lso configure multi-factor authentication settings for this relying party trust by navigating to the
alicies node. For ses Configuring Policies

Action: In progress...
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Step 7:
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This XML file does not appear to have any style information associated with it. The document tree 1s shown below.
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@ Finish

Choose Issuance Authorizal

Select Data Source

play Name

Corfigure Multiéactor
Authentication Now?

@ Chooss lssuance
Athorization Rules

@ Readyto Add Trust

Add Relying Party Trust Wizard

n Rules

Issuance athorization rules determine whether a user is pemitted to receive claims forthe relying party
Chooss ane of the following options forth intial behavior o this relying party's issuance authorization rues.

Pemit allusers fo accass this raling party.

The issuance authonzation rules wil be corfigured to pemt 2l users to aceess this relying paty. The relying
party servics or appication may il deny the user access

Deny all users access to this relying party

wil o deny to this relying party. You must
Inter add issuance athorization rules to enable any users to access this relying party.

“You ean change the issuance athorization fules for this relying party tust by selecting the relying party trust
and olicking Edt Clsim Rules in the Actions pane

Action: In progress...
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Claims-Aware Relying Party Trust.
»
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iistration Service -
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Rules,
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Step 8:



ece 4] Windows Server 2012 R2
n = A e

Suspend Snapshots Devices

Enter Unity

[ Aanmelden x { § - JRA » { [ Kan hitpsi//confluence-sa: X | § https://jira-saml.2improve X

& = € @ hitpsy/jira-saml.2improveiteu; vlet/saml/config %5y

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.
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b 7] Authentication Policies
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The relying party trust was successfuly added to the AD S corfiguration database.
Wel
@ Weicome You Gan modiy this reling party tust by using the Propetis didlog baxinthe AD FS Management snapin.
@ Select Data Source
& Specty Display Name 2
Qpenthe Edt Claim Rules dialog forthis relying party trust when the wizard closes Mproveiteu

@ Configure Mutifactor

Authertication Now? m Federation Metadata...
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@ Finish
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Step 9: Configure which Attribute of the person will be used for logging into the application using SAML e.g. SAM-Account-Name and select Name Id as
Outgoing Claim Type
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Edit Claim Rules for jira-saml.2improveiteu | = | 2] *

Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Fules |

The following transfom rules specify the dlaims that wil be sent to the relying pary.

Fule Name lssued Claims
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B Order
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Edt Rue... | | Remove Rue.

Apply

« C' | { https:

ashboards ~
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tion

Display Name
Device Regisiration Service
fra-saml Zmproveit eu

ADFS

Identfier
um ms-drsidp. Zmproveit eu
hitps:/ira-<aml Zmproveit eu

Ensbled  Type
Yes WS,
Yes WS,

Relying Party Trusts Actions

Relying Party Trusts -
Add Relying Party Trust.
‘Add Non-Claims-Aware Relying Party Trust...
View »

New Window from Her

L]

Configure Rule

Steps.
@ Choose Rule Type
® Corfigure Claim Fule

TTpT MENES - MICTOS0TT. COMyW:

ns="urn:oasis:names:tc:SAML:2.0:
as.microsoft.com/2012/61/request
traints” NameFormat="urn:oasi
tC:SAMLI2.0:assertion” /><Attrib
="urn:oasis:names:tc:SAML:2.0:at
:names:tc:SAML:2.@:assertion” />
Name="http: //schemas.xmlsoap.org
ormat:uri” Friendlylame="Passwo
ContactPerson contactType="supp:
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Add Transform Claim Rule Wizard

You can Gonfigurs this rule to send the values of LDAP aftibutes as claims. Select an aitibute stors from
whichto extract LDAP attribLtes. Specify how the attibutes wil map 1o the outgoing claim types that wil be

issued from the rule.

Claim rule name:

Rule template: Send LDAP Attributes as Cisims:

Attrbute store

Active Directory

v

Mapping of LDAP atirbutes to outgoing claim types:

LDAP Attrbute (Select or type to
2dd more)

Ottgoing Claim Type (Select o type to add more)

b [sAM-Account-Name
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