Configure KeyCloak

Open Keycloak

Select or Create a new Realm in KeyCloak
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Open “https://keycloak.2demoit.com/auth/realms/2improvelT/protocol/saml/descriptor” in a new tab

Copy the link pointing to the SAML 2.0 Identity Provider Metadata

This is a url : <keycloak-url>/auth/realms/<realm-name>/protocol/saml/descriptor

Open the Atlassian Application

Select the URL option as Identity Provider and paste the in the link

and press on Save



Saml Configuration

Login IdP SP SP XML Authentication HTTP Header Authentication Authorization Avatar Servlet Help

Identity Provider XML Provider
Url

Your Identity Providers XML Provider

O

Identity Provider XML

‘ https://keycloak.2demoit.com/auth/realms/2improvelT/protocolf/saml/descriptor

Your Identity Providers metadata.xml

Copy the SP XML and create a new File e.g. sp.xml and paste the content in this file

If you don't see the SP Certificate, log out and log in again

Saml Configuration
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SP XML

<md:EntityDescriptor urn:oasis:nar :SAML:2.0:metadata”
xmins:ds="http://www.w3.i org/zooo/oglxmldmg#'
entitylD="https://confluence.2demoit.com">
<md:SPSSODescriptor
protocolSupportEnumeration="urn:oasis:r AML:2.0:protocol
<md:NamelDFormat>urn:oasis:names:tc:SAML: ‘I 1 nameld»
format:unspecified</md:NamelDFormat>
<md:AssertionConsumerService index="0" isDefault="true"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://confluence.2demoit.com/plugins/servlet/saml/auth"/>
<md:KeyDescriptor>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>
MIIBSZCCA\/QCAQEWDQVJKcZIhchAQEFBQAwPJESMDoGA1UEAXMZaHROcHMSLy9r
XRoL3JIYWxtcy8yaW1wem92ZUIUMBAXDTIx
MDUyNZA3ND\WOV0)(DTIXMDYXNZExMTgZNIowP]ESMDUGMUEAXMZEHROCHMGLer

GVtb2I0L XRoL3JIYWxtcy8yaW1wem92ZUIUMIGIMAOG
CSqGS\ b3DQEBAQUAA4GNADCBIQKBgQDFMygzwKqD+2mW6kXdWIBfnVwwPLjQnzQN
8r0 DdjY71CXo! gj/b: VDEHrS1MtpATGISnrADpIBrEG

AN N ievmau tes - 2

Service Provider XML

SP Certificate

MIIB62CCAVQCAQEWDQYJKoZIhveNAQEFBQAWPJEBMDoGATUEAXMzaHROCHM6GLY9r
ZXljbG9hay4yZGVtb210LmNvbS9hdXRoL3JIYWxtcy8yaW1wecm92ZUIUMBAXDTIx
MDUyNzA3NDIwWOVoXDTIXMDYxNzExMTgzNlowPjEBMDoGATUEAxMzaHROcHM6Ly9r
ZXljbG9hay4yZGVtb2I0LmNvbS9hdXRoL3JIY Wxtcy8yaW1wecm92ZUIUMIGIMAOG
CSqGSIb3DQEBAQUAA4GNADCBIQKBgQDFMygzwKqD+2mW6EkXdWIBfnVwwPLjQnzQN
8r0 DdjY71C gj/b: VDEHrS1Mtp4TGi5nr4DplBrEG
[7tVBXi071ThkGYSRWNtnRIVTOB7DvrMQjamuTi/XFYR9dkyj45zmEBglbbceQJX
PyT10Yi+KwIDAQABMAOGCSqGSIb3DQEBBQUAAAGBAIS25ghEitnWazmIKT2AJmSj
CrJ3zZYLu/qDvaz6RvYeYtmGVcmgOOuJzNDidpvSWCe2al1GIZXEkHu+JbPwITuc
PQAQMzK7/cLnVvVt2KLIrdG61B25AVDDbJsDOfpCEgkj2tXFXoM2EZBHNQUWxkAh
Mx5sXj67GCtkoDGgNySr

----- END CERTIFICATE-----

Service Provider Certificate

Open Keycloak

Select Clients and Create a new Client
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Import the sp.xml file and click on Save
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Put Client Signature Required and put it on OFF and save again

Client Signature Required OFF

Open Atlassian Application

Log out and Click on the Button Login using SAML IDP Server



Login

Login using SAML IDP Server

or

Username

Password

Remember me

Forgot your password?

this should redirect to keycloak
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Sign in to your account

Username or email

Password

Single Logout
To enable single logout in Keycloak:

® Turn on "Front Channel Logout"
= Enter the logout url in the "Fine Grain SAML Endpoint Configuration” (see "Logout Service POST binding URL")



" |n the SAML plugin settings, check "Enable single logout

You have temporary access to administrative function:
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Help

Report a problem

Further Configuration :




1. Create a user in Keycloak

2. Autoprovision Users from Keycloak

3. Create User groups in Keycloak and assign them to a user
4. Autoprovision usergroups in Keycloak


https://confluence.2improveit.eu/display/SAML/1.+Create+a+user+in+Keycloak
https://confluence.2improveit.eu/display/SAML/2.+Autoprovision+Users+from+Keycloak
https://confluence.2improveit.eu/display/SAML/3.+Create+User+groups+in+Keycloak+and+assign+them+to+a+user
https://confluence.2improveit.eu/display/SAML/4.+Autoprovision+usergroups+in+Keycloak
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