Configure Azure Active Directory

Single Login

In the SAML plugin configuration, download the "sp xml"

L) & jira.2demoit.com

< Jira Software Dashboards v Projects v Issues v Boards v Create

Administration @ search Jira admin

Applications ~ Projects Issues Manage apps ~ User management ~ Latest upgrade report ~ System

Hierarchy configuration

<md:AssertionConsumerService index="0" isDefault="true"

Dependencies Binding="urn:oasis:r SAML:2.0 TTP-POST"
Location="https:/fjira.2demoit.com/plugins/serviet/sami/auth" />
<md:KeyDescriptor>
<ds:KeyInfo>
SAML CONFIGURATION <ds:X509Data>

Early access features

Configure <ds:X509Certificate>
MIIBJDCBIgIBATANBgkahkiGOWOBAQUFADAPMQOWCWYDVQQDEWRUWxsMBAXDTIx
MDYyODASMjcOM10XDTIXMDCcXOTEZMDQxMVowDZENMASGATUEAXMEbRVSbDCBnzAN
BokqhkiGOWOBAQEFAAOBjQAWGYKCgYEAR000hM3HYRvOBZWUWPKIOEbTsGZhgl
JUEPNN8gULSbCX6TGIXSS INM8-+ple6/XMDJFhbemN
]Td67KVA5+10RWonL51UfB5Txi0BghJ2uHTODMvDsym/IrZPm1YsBnKSHEHPNCp
7Z8RWWflgcCAWEAATANBgKqhkiGOWOBAQUFAAOBgQAa34nlJwasNJiyO13iDJaM
igbDgHhDhvbU! h/clx9dt72Ze1EBGPOX65aGJBPOPDIUATZUMIIFGKX

N

Service Provider XML

SP Certificate
BEGIN CERTIFICATE:

MIIBJDCBOgIBATANBgkqhkiGOWOBAQUFADAPMQOWCWYDVQQDEWRUdWxsMBAXDTIx
MDYyODA5MjcOM10XDTIXMDcxOTEZMDQxMVowDZENMASGATUEAXMEbNVsbDCBnzAN
BgkqhkiGOWOBAQEFAAOBjQAWGYKCgYEAtR000hM3HyRvO82WUWPKrOELTSGZhal
JUEPNN8gULSbCX6TG1: 5 ple6/XMD.

1] Td67KVA5+10RWonL51UfB5Txi0BghJ2uHT9DMvDsym/IrZPm1YsBnKSHEHPNCp
7Z8RWWfIgcCAWEAATANBgkqhkiGOWOBAQUFAAOBgQAa34nlJwasNJiy013jDJaM
igbDgHhDhvbUdk4vhoNN+vh/cIx9dt72Ze1EBGpOx6saGJ8POPDruA17uMriFgKX
8v4VpREjhvbQNP3202FgiLAIfP/sjSCt+5IsSQDBIbznk+D2tsN7Y161s+GulBp9
z+RpuFXUZWMN6bJo3scliQ==

-END CERTIFICATE-

ATLASSIAN MARKETPLACE SAML Configuration
Find new apps

Login IdP SP  SPXML ication  HTTP Header ication ~ Authorization ~ Avatar Servlet Help
Manage apps h—

SP XML
ADVANCED ROADMAPS FOR JIRA <md:EntityDescriptor xmins:md="urn:oasis:names:tc:SAML:2.0:metadata' Download
Advanced Roadmaps xmins:ds="http://wwww3.0rg/2000/09/xmldsig#"
permissions entitylD="https:/fjira.2demoit.com">
Advanced Roadmaps license <md:SPSSODescriptor
details protocolSupportEnumeration="urn:oasis:r ML:2.0:protocol">

nd:NamelDFormat>urr ML:1.1:nameid-format:unspecified</md:NamelDFormat>

Download

Goto https://portal.azure.com

Login and goto "Enterprise Applications"


https://portal.azure.com

Microsoft Azure

@ portal.azure.com

O Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Get $200 free credit toward Azure products and services,
plus 12 months of popular free services.

Azure services

Subscriptions

Tools

Microsoft Learn '

®

Learn Azure with free online
training from Microsoft

[ 4] Resource groups

Azure Monitor

Monitor your apps and
infrastructure

Manage Azure Active Directory

Manage access, set smart policies, and enhance security
with Azure Active Directory.

All resources

Security Center

infrastructure

& portal.azure.com

P Search resources, services, and docs (G+/)

Secure your apps and

»

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

+ K o 4 [¢ | R -
L £ a ah &
Create a Enterprise User settings ~ Help + support Users Al resources Quickstart Virtual App Services  More services
resource applications Center machines
Navigate

4l Dashboard

9 Cost Management

Analyze and optimize your
cloud spend for free

Home > Enterprise applications

Enterprise applications | All applications

2improvelT - Azure Active Directory

«

Columns

~+ New application
Overview
© Overview

X Diagnose and solve problems Application type Applications status

Preview features

A7 Got feedback?

€@ Try out the new Enterprise Apps search preview! Click to enable the preview. —

Application visibility

geert@2improveiteu
2mMpROvET @D

h + ©
geert@2improveiteu @
IMPROVET D

B3 User settings
Security
Conditional Access
@ Consent and permissions
Activity
3 Sign-ins

fifi Usage & insights.

Audit logs

®  provisioning logs

7= Access reviews

@ Admin consent requests

Troubleshooting + Support

& Virtual assistant (Preview)

.

2 New support request

Didn't find what you're looking for? Click 'Add" above to add a new application.

" [ enterprise Applications | [‘Any Any V] Apply m

anage

HE Al applications R

12 Application proxy Name Homepage URL Object ID Application ID

Click "New Application", "Create your own application”, enter a name and select "Integrate any other application .. (Non-gallery)."

Click "Create"



Microsoft Azure O Search resources, services, and docs (G+/)

@ portal.azure.com

h + @O

geert@2improveiteu @
2mMprOvET @D

Home > Enterprise applications >

Browse Azure AD Gallery

— Create your own application (D Request new gallery app A7 Got feedback?

@ You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —

[ .2 search application Single Sign-on :

User Account Management : All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform

aws

Google Cloud

On-premises applications

Add an on-premises application

Configure Azure AD Application Proxy to enable secure remote
55

acce: to your on-premises applications.

) Federated SSO @ Provisioning

Featured applications

Adobe Creative Cloud
Microsoft Comoration

Adobe Identity

P Search resources, services, and docs (G+/)

Categories : All

Oracle

Learn about Application Proxy
Lear how to use Application Proxy (o provide secure remote access

ADP GlobalView

& portal.azure.com

Create your own application X

What's the name of your app?

[Vira

What are you looking to do with your application?
(O configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

(®) Integrate any other application you don't find in the gallery (Non-gallery)

We found the following applications that may match your entry
We recommend using gallery applications when possible.

EasySSO for Jira

i} Kantega SSO for JIRA

» JIRA SAML SSO by Microsoft
SAML SSO for Jira by resolution GmbH

Tumes JLL TRIRIGA

Manage Applical

Connectors are lightw
the outbound connec

d + ©

geert@2improveiteu @
2mprover @D

Home > Enterprise applications > Browse Azure AD Gallery >

Jira | Overview

Enterprise Application

Overview Properties
Deployment Plan n Name @
I
Manage
Application ID ©
Properties
3a5803f1-30cb-4b0c-806c-1.. [
23 Owners

Object D ©

5254{7a6-bb67-478a-aef9-c..

Getting Started

&, Roles and administrators (Preview)
& Users and groups

2 Ssingle sign-on

@ Provisioning

¥ Application proxy £ 1. Assign users and groups
Provide specific users and groups access

to the applications

© Self-service
Security Assign users and groups

Conditional Access

Permissions

@ Token encryption 4. Self service

Enable users to request access to the
application using their Azure AD
credentials

Get started

Activity
D sign-ins

Usage & insights

Audit logs

& Provisioning logs What's New

%% Access reviews Sign in charts have moved!

Delete Application has moved to Properties

In the left menu. Click "Sing sign-on" and select "SAML".

2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials
Get started

] e new Insights view shows sign ininfo along with other useful application data. View insights

You can now delete your application from the Properties page. View properties

; Getting started has moved to Overview

@

3. Provision User Accounts
Automatically create and delete user
accounts in the application

Get started




@ portal.azure.com

Microsoft Azure O Search resources, services, and docs (G+/)

h + @O

geert@2improveiteu @
2mMpROvET @D

Home > Enterprise applications > Browse Azure AD Gallery > Jira
) Jira | Single sign-on

Enterprise Application

Select a single sign-on method  Help me decide

Overview

Deployment Plan

Manage ® Disabled {3 SAML
Single sign-on is not enabled. The user Rich and secure authentication to
111 Properties won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol.
28 Owners
&, Roles and administrators (Preview)
28 Users and groups
9 Single sign-on
Linked

@ Provisioning
Link to an application in My Apps
and/or Office 365 application launcher.

Application proxy
© Self-service
Security

Conditional Access

Permissions

@ Token encryption
Activity
3 Sign-ins

Usage & insights

Audit logs

Provisioning logs

= Access reviews

ﬁ Password-based
Password storage and replay using a

web browser extension or mobile app.

Click "Upload metadata file" and select the "sp xml" file you have downloaded. Click "Add". Click "Save".

& portal.azure.com

2 Search resources, services, and docs (G+/)

+ ©

& geert@improveiteu @
: 2mpRovEm &

Home > Enterprise applications > Browse Azure AD Gallery > Jira >

Jira | SAML-based Sign-on

Enterprise Application

T Upload metadata file 9 Change single sign-on mode Test this application A7 Got feedback?

Overview

Deployment Plan Upload metadata file.

Values for the fields below are provided by Jira. You may either enter those values manually, or upload a pre-configured SAML metadata file if provided by Jira.

Manage
[ *saml-spxmi”

11! Properties

2 Owners Add Cancel

S——

&, Roles and administrators (Preview)

Reply URL (Assertion Consumer Service URL)  Required
25 Users and groups Sign on URL Optional
Relay State Optional
29 Single sign-on Logout Url Optional

@ Provisioning

i Application proxy O  oer Atrbutes & Clims

£ Edit

€ Self-service

givenname user.givenname
) surmame usersurname
Security emailaddress usermail
name useruserprincipalname

Conditional Access

Unique User Identifier useruserprincipalname

Permissions
@ Token encryption
i (3] SAML Signing Certificate 2 i
Activi
v Status. Active
D Sign-ins Thumbprint 9CEA37643ACEODT10AD632968578251D1FCASC48

Expiration
Notification Email

12/20/2025, 9:50:17 PM

Usage & insights geert@2improveiteu

o Audicl App Federation Metadata Url ps; dc7-.. D
udit logs
Certificate (Base64) Download
.’. Provisioning logs Certificate (Raw) Download
Federation Metadata XML Download

7= Access reviews

0 i

You'll need to configure the application to link with Azure AD.

Login URL rosoftonline.com/ce64c959-adc7-... [




Microsoft Azure

Home > Jira >

Enterprise Application

Overview

Deployment Plan

Manage
11! Properties
28 Owners

Roles and administrators (Preview)

B

28 Users and groups
D Single sign-on

@ Provisioning

Application proxy
© Self-service
Security

Conditional Access

Permissions

© Token encryption
Activity

3 Sign-ins

@i Usage & insights

Audit logs

Provisioning logs

= Access reviews

Refresh the "Single sign-on" page. Copy the "App Federation Metadata Url". Go back to the SAML plugin configuration and paste the url in "IdP provider

xml" field.

Home > Jira >

Enterprise Application

Overview

Deployment Plan

Manage
11! Properties
28 Owners

&, Roles and administrators (Preview)
28 Users and groups

D Single sign-on

@ Provisioning

Application proxy
G Self-service
Security

Conditional Access
£ Permissions
@ Token encryption
Activity
3 Sign-ins

o

Usage & insights

o

Audit logs

Provisioning logs

= Access reviews

@ portal.azure.com

O Search resources, services, and docs (G+/)

Jira | SAML-based Sign-on

7 Upload metadata file

Set up Single Sign-On with SAML
Read the configuration guide o for help integrating Jira

o

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State

Logout Url

(2]

User Attributes & Claims.

givenname
sumame
emailaddress

name

Unique User Identifier

©

SAML Signing Certificate

Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url
Certificate (Base64)
Certificate (Raw)

Federation Metadata XML

o

Set up Jira

You'l need to configure the application to link

Login URL

R Search resources, services,

D' Change single sign-on mode

Test this application

httpsy/jira 2improveit.eu
https://jira.2improveit.eu/plugins/ser
Optional

Optional

Optional

user.givenname
usersumame

user.mail
useruserprincipalname

Basic SAML Configuration

Save

Identifier (Entity ID) * ©

The default identifier will be the audience of the SAML response for IDP-initiated SSO

Default

0o

httpsy/jira 2improveit.eu

Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated SSO

Default

https://jira. ®

Sign on URL ©

geert@2improveiteu @
2w

h + @O

IMPROVEIT &

Active

[ Enter a sign on URL

Relay State ©

[ Enter a relay state

9AB3ATF7C7935A684C

6/28/2024, 1:55:42 PM

geert@2improveiteu
https://login.microsoftonline.com/c

Download

Download

Download

with Azure AD.

Logout Url @

[ Enter alogout url

@ portal.azure.com

and docs (G+/)

Jira | SAML-based Sign-on

7 Upload metadata file

Set up Single Sign-On with SAML
Read the configuration guide o for help integrating Jira.

o

Basic SAML Configuration

Identifier (Entity D)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State

Logout Url

e

User Attributes & Claims

givenname
sumame
emailaddress

name

Unique User Identifier

©

SAML Signing Certificate

Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

o

Set up Jira

D' Change single sign-on mode

Test this application

https://jira 2improveit.eu
https://jira.2i i

A7 Got feedback?

& Edit

Optional
Optional
Optional

usergivenname
usersumame

user.mail
user.userprincipalname
user.userprincipalname

Active

& Edit

£ Edit

9AB3ATF7C7935A6BACEE68043679F5FFBT1813B5

6/28/2024, 1:55:42 PM

Copy to clipboard

dc7-... ﬂﬂ

Download
Download
Download

You'l need to configure the application to link with Azure AD.

Login URL

https://login.

icrosoftonline.com/ce64¢959-adc7-

geert@2improveiteu @
2mi

h + ©

IMPROVEIT &




1)) & jira.2demoit.com

Dashboards v Projects v Issues v Boards v Create

Administration @ search Jira admin

Applications ~ Projects Issues Manage apps ~ User management  Latest upgrade report  System

ATLASSIAN MARKETPLACE SAML Configuration

Find new apps

Login IdP SP SP XML icati HTTP Header icati Authorization ~ Avatar Servlet Help
Manage apps —

Identity Provider XML Provider
Url v

Advanced Roadmaps Your Identity Providers XML Provider
permissions

ADVANCED ROADMAPS FOR JIRA

Identity Provider XML
Advanced Roadmaps license Ty Prove -

details dc7-460b-
Hierarchy configuration Your dentity Providers metadata.xm
Dependencies

Save
Early access features
SAML CONFIGURATION
Configure

Atlassian Jira Project Software (v8.16.04#8 - AboutJira - Reporta problem

A ATLASSIAN

e ————

Do not forget to change the maxAuthenticationAge

Here is an example how to configure the create User

Create User
Create User if not exists

SAML User Id Field | http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress.split("@")[0]

SAML User Id Field on creation

SAML User Name  hitp://schemas.microsoft.com/identity/claims/displayname

Field SAML User nName Field on creation

SAML User Email | http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

Field SAML User Email Field on creation

SAML User Groups | group

Field
SAML User Groups Field on creation

Default Usergroup(s) | bitbucket-users

Assign the new created Users to these usergroups(s)




Create User

Create User if not exists
SAML User Name Field

Mameld

SAML User Mame Field on creation

SAML User DisplayName Field
http://schemas.microsoft.comfidentityfclaims/displayname

SAML User DisplayMame Field on creation

SAML User Emalil Field

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

SAML User Email Field on creation

SAML User Groups Field

SAML User Groups Field on creation

Default Usergroup(s)

Assign the new created Users to these usergroups(s)

“|Disable Change Password

Disable that a user can change his password

Single Logout
To enable single logout.

" Enter the logout url in your Azure Single Sign-on settings



& portal.azure.com

Microsoft Azure P Search resources, services, and docs (G+/)

geert@2improveiteu @
ampROvET @

Home > Enterprise applications > Jira >
Jira | SAML-based Sign-on
Enterprise Application

«

T Upload metadata file ) Change single sign-on mode Test this application

Overview

Basic SAML Configuration X

Save &7 Got feedback?

Identifier (Entity ID) * ©
The default identifier will be the audience of the SAML response for IDP-initiated SSO

Deployment Plan Set up Single Sign-On with SAML
Default
Manage An SSO implementation based on federation protocols improves security, relability, and end
implement. Choose SAML single sign-on wh ible for existi lications that d jira.2i -
1 Properties \'::r:men oose single sign-on whenever possible for existing applications that do 1 ‘ https://jira.2improveit.eu ‘ 0o W
25 Owners p rosoftc primary Oo @
Read the configuration guide ¢ for help integrating Jira
&, Roles and administrators (Preview) ) ‘ ‘
Basic SAML Configuration
28 Users and groups
3 Ssingle sign-on Identifier (Entity ID) https://jira.2improveit.eu Reply URL (Assertion Consumer Service URL) * @
i Reply URL (Assertion Consumer Service URL) - httpsy/jira 2improveiteu/plugins/st o dotayit reply URL will be the destination in the SAML response for IDP-initiated SSO
@ Provisioning Sign on URL Optional
- . Relay State Optional Default
B Application proxy Logout Url Optional
G Self-service [ nttpsy/fira2 ‘ © 0}
Security O e avbutes & Caims ‘ ‘
Conditional Access givenname user givenname
. surname user.surname Signon URL ©
Permissions
emailaddress user.mal
© Token encryption name [ Enter a sign on URL
Unique User Identifier user.userprincipalname
Activity
Relay State ©
3 Sign-inlogs - )
D sign-inlog 0 . Signing Certificate [
. Enter a relay state
i Usage & insights
Status Active
& Auditlogs Thumbprint 9AB3ATF7C7935A6B4CEE6B043679
- Expiration 6/28/2024, 1:55:42 PM Logout Url ©
." Provisioning logs I y ;
Notification Email geert@2improveiteu : . - ‘
U= Access reviews App Federation Metadata Url e [ https://jira 2improveit.eu/plugins/servlet/saml/logouf v
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download

o Set up Jira

e ———

= And check the "Enable single logout”" checkbox in the SAML plugin settings

@ jira.2demoit.com

You have temporary access to administrative function: if you no longer require it. For more refer to the

< Jira Software Dashboards v Projects v Issues v Boards v  Create

Administration @ search Jira admin

Applications  Projects Issues  Manage apps ~ User management  Latest upgrade report ~ System

ATLASSIAN MARKETPLACE SAML Configuration

Find new apps

Login IdP SP SPXML ication  HTTP Header
Manage apps i

Show the system login

ADVANCED ROADMAPS FOR JIRA Show / hide the system login
Advanced Roadmaps Show the login button
permissions Show / hide the login button

Advanced Roadmaps license

details Show the Service Desk login

Show / Hide the Service Desk login

Hierarchy configuration Show the login button in Service Desk

Dependencies Show / hide the login button in Service Desk
Early access features Enable single logout
Enable SAML single logout
SAML CONFIGURATION Force SAML login
Configure 1f checked, alllogins will be made through SAML only. Please test SAML SSO first before checking this

Login button title
Login using SAML IDP Server

The text which is shown on the login button
Save

Atlassian Jira Project Software (v8.19:

Authorization  Avatar Servlet  Help

About Jira - Report a problem

A ATLASSIAN
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